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FACILITIES

Hayden Canyon Charter

9100 Use and Disposal of School Property

Conveyance of Property

Within one year prior to conveyance of property, all real and personal property with an
estimated value of $1,000 or greater shall be appraised. The appraisal shall be entered in the
records of the Board.

$1,000 or Greater: For property with a value of $1,000 or greater, the property may be sold at
public auction or by sealed bids, as the Board shall determine, to the highest bidder. Such
property may be sold for cash according to terms and conditions as determined by the Board.
The period of the sale shall not be more than ten years, and with the annual rate of interest on
all deferred payments must be at least 7% per annum. The title to all property sold on contract
shall be retained in the name of the Charter School until the purchaser makes full payment. Title
to all property sold under a note and mortgage or deed of trust shall be transferred to the
purchaser at the point of sale under the terms and conditions of the mortgage or deed of trust as
the Board shall determine. The Charter School shall publish notice of the time and the
conditions of the sale twice. The Board shall ensure proof of this publishing of notice is retained
and as described in IC 33-402 (2) and (3). The Board may accept the highest bid, may reject any
bid, or reject all bids. During the sealed bid or public auction process, no real property of the
Charter School can be sold for less than its appraised value. If, thereafter, no satisfactory bid is
made and received, the Board may proceed under its own direction to sell and convey the
property for the highest price the market will bear.

$500 to Less than $1,000: The Board may sell property, with an estimated value of less than
$1,000, without appraisal, by sealed bid or at public auction, provided that there has been at
least one published advertisement prior to the sale of said property. The Board may accept the
highest bid, may reject any bid, or reject all bids.

Less than $500: For property that has an estimated value of less than $500, the property may be
disposed of in the most cost-effective and expedient manner by an employee of the Charter
School designated by the Board. The designer shall notify the Board prior to disposal of said

property.

Donated Property

If real property was donated to the Charter School the Board may, within a period of one year
from the time of the appraisal, sell the property without additional advertising or bidding.

Otherwise, the Board must have new appraisals made and again publish notice for bids, as with
other property.
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Exchange of Property

The Board may exchange real or personal property for other property provided that:

1. Such property is appraised;

2. 1/2 plus one of the members of the full Board determine such conveyance or exchange is
in the best interest of the Charter School; and

3. A resolution is passed authorizing such exchange of real and/or personal property to any
of the following:

U.S. government;

City;

County;

State of Idaho;

Hospital district;

School district;

Public charter school;
Idaho Housing and Finance Association;
Library district;
Community college district;
Junior college district; or
Recreation district.

FASEZOTEOOWR

Before such exchange, the Board shall have the property appraised by an appraiser certified in
the State of Idaho, and shall enter the appraisal in the Board's records.This appraisal shall be
used to establish the value of the real or personal property. If the Board finds it is in the School’s
best interests to trade personal property to a person or entity for like kind personal property, the
Board may vote to elect to do so. The Board may choose not to have the property appraised if
it's personal property with an estimated value of less than $5,000.

Equipment Acquired Under a Federal Award: When it is determined that original or
replacement equipment, as defined in Policy 7270, acquired under a federal award is no longer
needed for the original project or program or for other activities currently or previously
supported by a federal awarding agency, the Administrator, his or her designee, or the Business
Manager will contact the awarding agency (or pass-through for a state-administered grant) for
disposition instructions.

Generally, disposition of equipment is dependent on its fair market value (FMV) at the time of
disposition. If the item has a current FMV of $5,000 or less, it may be retained, sold, or
otherwise disposed of with no further obligation to the federal awarding agency. If the item has
a current FMV of more than $5,000, the federal awarding agency is entitled to the federal share
of the current market value or sales proceeds.

If acquiring replacement equipment, the Charter School may use the equipment to be replaced
as a trade-in or sell the property and use the proceeds to offset the cost of the replacement

property.
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The School will use whatever means available to ensure the highest possible return on any items
sold.

Capital expenditures for special purpose equipment are allowable as direct costs, provided that
items with a unit cost of $5,000 or more have the prior written approval of the federal awarding
agency or pass-through entity. Therefore, the Charter School should request prior approval from
the State Department of Education for the purchase or the disposition of equipment with value
of $5,000 or more.

Legal References Description

2 CFR § 200.313(e) Equipment Disposal

2 CFR § 200.439(b)(2) Equipment and Other Capital Expenditures

IC § 33-402 Notice Requirements

IC § 33-5204 Nonprofit Corporation — Liability — Insurance

IC § 33-601 School Property - Real and Personal Property — Acquisition,
Use or Disposal of the Same

IC § 67-2801, et seq. Purchasing by Political Subdivisions

IC § 74-107(3) Records Exempt from Disclosure — Trade Secrets, Production

Records, Appraisals, Bids, Proprietary Information, Tax
Commission, Unclaimed Property, Petroleum Clean Water

Trust Fund
IC 33-317 Cooperative Service Agency - Powers - Duties - Limitations
Cross References
2510 Selection of Library Materials
2510P Selection of Library Materials
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Hayden Canyon Charter School

9350 Building Access

To enhance security in its buildings, Hayden Canyon Charter controls access to all buildings by
limiting and controlling the use and function of both access cards and keys issued to all
administrative, staff, students, contractors, and outside vendors.

General Building Access

Hayden Canyon Charter’s building is generally open Monday through Friday between the hours
of 8am and 4pm during the school year. After-hours access to the building is limited to faculty,
staff, students, contractors, and members of the public who have been authorized in advance by
the Board of Directors or Administrator to enter the building. For public events held after hours,
the request must be made by whomever is sponsoring the event in order to ensure that the
building is appropriately secure at the proper times.

Contractors and Public Access

All contractors, outside vendors, or members of the public that perform services on HCC’s
campus must obtain an access key fob from the school administrator. Unless otherwise
approved by the Board, any individual requesting an access key fob must pass a criminal history
background check. Prior to accepting an access key fob, the individual shall submit a signed
Access Agreement specifying the times and conditions for accessing the building.

Policy History:
Adopted: July 6, 2022
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Hayden Canyon Charter

9550 Cybersecurity & Data Breach Response Policy

This policy aims to prevent data breaches and to ensure any such breaches are addressed quickly
and appropriately. In pursuit of this, the Board directs the Administrator or their designee to
work toward implementing the Center for Internet Security (CIS) Critical Security Controls,
Implementation Group 1.

Prevention Strategies

For the purposes of this policy, a data breach refers to any instance in which there is an
unauthorized release or access of personally identifiable information, as defined in Policy 3575,
or of other sensitive data. This can include, but is not limited to, student educational records,
personnel records, and financial records. It can include situations such as malicious actors
gaining access to Charter School devices or systems; the loss of School devices; and devices or
networks left unsecured by accident, negligence, or a security system failure.

Sensitive data shall mean data whose release could cause social, physical, or financial harm to
the individual(s) it pertains to or to the Charter School.

The Board emphasizes the following cybersecurity principles, which the Administrator or
designee shall draft procedures to implement:

1. Multi Factor authentication for remote access and admin/privileged controls: To the
extent feasible, phishing-resistant multi factor authentication will be required to access
sensitive information and security-sensitive systems.

2. Endpoint detection and response: The Administrator or their designee shall ensure all
Charter School devices are protected by endpoint protection including, but not limited
to, antivirus software and any other appropriate measures to detect attempted breaches of
network security. The Administrator or designee shall ensure School devices are safe
when used at school and, if applicable, when used at other locations. They shall ensure
steps are taken to block access to known malicious content online, to protect users from
email-based attacks, and to ensure security updates are installed promptly.

3. Secured, encrypted, and tested backups: The Administrator or their designee shall ensure
backups of important data are maintained securely to protect against data loss or
destruction. They shall strive, when feasible, to ensure three backup copies of important
data are kept, two of which are stored on different mediums, and one of which is stored
at a separate physical site from the others. At least one of these copies should be stored
on a device not connected to the Internet.

4. Privileged access management: The Administrator or their designee will regularly check
that individuals who no longer need access to sensitive data and systems do not have
access to them. This shall include ensuring access is immediately terminated when an
individual’s employment with the Charter School is terminated or otherwise separated
and when a student graduates or otherwise exits the School. To the extent feasible the
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Administrator or designee shall ensure that duties are separated to prevent inappropriate
access to or use of sensitive data. This also includes a requirement to ensure passwords
are secure and are not shared. To limit risk, sensitive data will be safely archived or
deleted when appropriate.

The Administrator or designee shall maintain an inventory of the Charter School’s physical and
electronic assets related to cybersecurity that designated staff members should secure in the
event of a possible disaster or data breach. These assets include, but are not limited to electronic
files, logins, electronic devices, and equipment used to provide access to the Internet and any
School networks. The list shall indicate where these assets are stored and how they are
protected.

The Administrator or designee shall also conduct privacy risk assessments for the Charter
School and of parties with whom it shares sensitive data. For this policy, privacy risk assessment
shall mean a process to help analyze and assess privacy risks arising from the processing of their
data.

Training and Awareness

The Administrator or their designee shall provide and require training on cybersecurity,
preventing data breaches, and securing confidential records for staff, students, contractors, and
others with access to Charter School records or electronic networks. This may include providing
information on how and when to report a possible data breach.

Failure to participate in such training could have negative consequences to the individual or
entity which may include, but are not limited to, personnel action, refusal to allow the person or

entity to use the Charter School’s computer systems or electronic devices.

Breach Response

The Administrator or their designee shall check for signs of a data breach through such methods
as automated tools, verifying whether current security measures are effective, searching online
for signs of leaked data, and conducting tests of current security.

The Administrator or designee shall create a Data Breach Response Plan for inclusion in the
Charter School’s Crisis Management Plan. They may involve experts and stakeholders in the
process of creating this plan. The Administrator or designee may also conduct regular data
breach drills or tests of portions of the Data Breach Response Plan. Those responsible for
implementing the Data Breach Response Plan may be provided with training on or notification
of the Plan regularly. The Administrator or designee and any experts and stakeholders they
choose to involve shall review the Plan annually to ensure it is current and that any appropriate
improvements are made to it. Such review shall also take place following any suspected data
breach.

The Administrator or designee shall direct staff to report any possible data breach to the
technology director.. Apart from such reporting, staff shall keep information about the breach
confidential unless and until they have been assigned communication responsibilities related to
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If the Charter School identifies a lapse in security exposing sensitive information but it is
unclear whether anyone has obtained or accessed such data, the Charter School shall
immediately remedy the issue.

The Charter School’s Data Breach Response Plan shall include the following elements:

1. A process for determining whether a suspected breach is an actual breach and, if so, for
learning about the nature of it, such as

A.
B.
C.

Whether the breach is still active;

The scope of the breach; and

Whether the breach was accidental or malicious and whether it was internal or
external.

2. The positions responsible for participating in the response to a possible data breach,

including:

A.

@mmonw

An incident response leader and alternate leader who will coordinate such
response;

The Administrator or their designated administration representative;
Information technology staff;

The Charter School legal counsel;

Communications or public relations personnel;

Risk management personnel; and

The business manager or designee.

The plan shall also include the duties of each position, as determined by the Administrator.

3. A process for deciding the appropriate course of action. This shall include:

A.
B.

Choosing an individual or organization to investigate the breach;

A listing of Charter School resources available to address the breach and the
authority who can approve their use;

Fixing an active breach;

Consulting with legal counsel to ensure legal requirements are met, including any
federal, state, or Charter School-level requirements to notify outside authorities
or victims of a breach;

A plan for providing information about the breach if required or when
communication is appropriate for the sake of transparency, to assist agencies
working to prevent future breaches.

Providing support to individuals whose sensitive data was subject to the breach.
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G. Whether to report the incident to law enforcement and, if so, how to coordinate
with them;

H. Determining which outside organizations or individuals should be consulted or
involved in the response, such as the Family Policy Compliance Office or other
outside experts;

I. Taking measures to preserve evidence of the breach and document the Charter
School’s response;

J.  Determining the cause of the breach and how to prevent similar breaches in the
future, such as through technological fixes, training, or other measures; and

K. A plan for maintaining continuity of Charter School operations through the
breach. This plan shall include details on the keeping and use of data backups.

Third Parties

The Administrator or their designee shall take measures to limit risk when using third-party
tools or services and when it is necessary to share sensitive data with third parties.

They shall also regularly review such third parties' policies on data breach notifications and
backing up data or ensure these topics are addressed adequately in the Charter School’s contract

with such providers.

Legal Compliance and Insurance

The Administrator or their designee shall report any cybersecurity incident to the Office of the
Attorney General within 24 hours as required by IC 28-51-105. When required, the incident
shall also be reported to the Idaho Administrator of Public Instruction and the Administrator of
the Office of the State Board of Education, as described in Policy 3575.

The Administrator or designee shall record any breach of education records in the log of
releases of information described in Procedure 3570P. Any cybersecurity incident shall also be
reported to the federal Cybersecurity and Infrastructure Security Agency if required by the
Cyber Incident Reporting for Critical Infrastructure Act of 2022 or, in cases where reporting is
optional if the Administrator chooses to do so.

In the event of any cybersecurity event, the Administrator or designee shall immediately contact
their cybersecurity insurance provider and, if applicable, the Charter School’s managed security
provider.

Legal References Description

34 CFR 99.32(a)(1) What Recordkeeping Requirements Exist Concerning
Requests and Disclosures?

CIRCIA Cyber Incident Reporting for Critical Infrastructure Act of
2022

IC § 28-51-104 Definitions
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IC § 28-51-105

Other References

Cybersecurity & Infrastructure Security
Agency

Cybersecurity & Infrastructure Security
Agency

K12 Six

National Institute of Standards and
Technology

NIST Cybersecurity Framework Policy
Template Guide

Office of the Idaho Attorney General

Sample Cybersecurity Plans
Center for Internet Security
Center for Internet Security
Center for Internet Security
Center for Internet Security

Cross References
3570

3570P

3575

Policy History:
Adopted on: September 18, 2024
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Disclosure of Breach of Security of Computerized Personal
Information by an Agency, Individual or a Commercial
Entity
Description
Online Toolkit: Partnering to Safeguard K-12 Organizations
from Cybersecurity Threats
Cyber Incident Reporting for Critical Infrastructure Act of
2022 (CIRCIA)
K12 SIX Essential Cybersecurity Protections for the
2023-2024 School Year
Privacy Risk Assessment

Center for Internet Security and Multi-State Information
Sharing & Analysis Center

Data Breach Response Checklist, Privacy Technical
Assistance Center Security Breaches

Information Security

Acceptable Use of Information Technology Resources Policy
CIS Ceritical Security Controls Version 8

Acceptable Use Policy Template for the CIS Controls

Student Records
Student Records
Student Data Privacy and Security
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Hayden Canyon Charter

9600

Facilities Operations

The operation of the Charter School’s facilities shall be the responsibility of the Administrator
through the facilities manager. The facilities manager shall manage the operation of the facilities
through the School custodians.

An adequate staff of custodial personnel will be employed by the Charter School to operate the
School’s facilities. This responsibility shall include, but not necessarily be limited to, the

following:
1. Adequate and timely operation of each facility’s heating system,;
2. Proper care of the Charter School’s physical properties, including walls, floors, roofs,
ceilings, and equipment in those facilities;
3. Adequate care of and timely lamp replacement in each facility’s lighting system; and
4. Proper care of each facility’s grounds and playgrounds.

Because of the nature of facility operations, this service shall be provided not only during the
normal scheduled working day and working year, but shall also occur during those times when
the building is occupied outside of regular hours.

Policy History:

Adopted on: August 15, 2024
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Hayden Canyon Charter

9605 Facilities Separated by Sex

For the purposes of this policy, a student’s sex shall be the sex indicated on a student’s birth
certificate. If a student does not have a birth certificate, consistent with Section 18-4511, Idaho
Code, an alternative form of governmental identification may be considered for determination of
a student’s sex under this policy. Under no circumstances shall School personnel require a
medical exam or physical inspection to establish a person’s sex.

This policy discusses the use of bathrooms, changing facilities, and sleeping rooms. It does not
refer to any other spaces or activities separated on the basis of gender.

All areas assigned as a place to sleep during a School-sponsored overnight trip as well as all
school restrooms and changing facilities that can be used by more than one person at a time
shall be designated for use either by people who are male or female. A person may only enter
such a multi-occupancy sleeping area, restroom, or changing facility if the facility’s designated
sex corresponds to the user’s sex, except in the following cases:

1. Sharing of facilities by members of the same family;

2. When a person requires use of such a multi-occupancy sleeping area, restroom, or
changing facility and one corresponding to their sex is not reasonably available at the
time. In such cases, steps shall be taken to protect the privacy of all students using the
facility;

3. A person is employed to clean, maintain, or inspect a restroom, changing room, or
sleeping room;

4. A person enters a restroom or facility to render medical assistance;

5. A person who needs assistance is accompanied by one of the following whose sex
corresponds to the sex designated for the facility:

A. A family member;
B. A legal guardian; or
C. A designee chosen by the person requiring assistance.

6. Coaching staff and personnel during athletic events;

During an ongoing natural disaster or emergency; or

8. When entry to the facility is necessary to prevent a serious threat to good order or
student safety.

~

The sex designation of restrooms and changing facilities may be temporarily changed.

Single-occupancy restrooms and changing facilities may be designated for unisex or family use
provided they are conspicuously marked as such.

Accommodation Upon Request

Upon written request for accommodation, each school shall provide reasonable accommodation
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to any individual who, for any reason, is unwilling or unable to use a multi-occupancy restroom,
changing facility, or sleeping room designated for the person's sex. Such accommodation may
include use of a single-occupant facility. Such accommodation may not include access to a
multi-person restroom, changing room, or sleeping room when:

1. The facility is designated for the sex that does not correspond to the individual’s own
sex; and
2. A person whose sex differs from the person to be accommodated is or could be present.

The Board directs the Administrator or designee to take reasonable steps to enforce and
implement this policy.

Legal References Description
IC § 33-6602 et seq. Definitions

Policy History:
Adopted on: August 12, 2024
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Hayden Canyon Charter

9802 Display of the National Motto

In accordance with state law, the School is prepared to receive donations of a durable poster or
framed copy of the national motto, “In God We Trust,” and will display it in a conspicuous place
if the following conditions are met:

1. The poster or framed copy includes a representation of the United States flag, the flag of
the State of Idaho, or both.

2. The background, lettering, and framing on the poster or framed copy include the colors
black, white, gold, or silver.

3. The poster or framed copy does not contain any other lettering, verbiage, images, logos,
or likeness.

. The size was approved by the Administrator or their designee.
5. It was donated to the School.

The Administrator or designee may reject a donation if the above conditions are not met, and
will notify the donor of any unmet conditions where applicable.

Legal References Description
IC § 33-141 National Motto

Cross References
4510 Public Gifts to the School: Donations of Material/Equipment

Policy History:
Adopted on: September 18, 2024
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